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Abstract 
 

. The Digital Identity Verification System aims to provide an intelligent and automated solution 

for verifying individuals’ identities efficiently, reducing the reliance on traditional manual 

methods. The system processes an identity card image to quickly and accurately extract essential 

information, then verifies the individual by comparing a selfie with the submitted ID, ensuring 

that the person is thelegitimate owner of the identity. 

 

 This project offers a comprehensive solution that combines security, speed, and accuracy, 

including secure data storage and additional security measures such as one-time passwords (OTP). 

The system can be applied in modern institutions such as banks, companies, and government 

platforms, facilitating reliable and seamless identity verification processes 

 

 

 

 

                                                       Introduction.  

In the modern digital era, identity verification plays a vital role in ensuring trust, security, 

and accountability across digital platforms. As societies increasingly rely on online services, 

the risk of identity fraud and impersonation has grown significantly. Organizations must 

ensure that users are who they claim to be before granting access to sensitive services or data. 

 

Traditional identity verification methods often rely on human inspection of identity 

documents. These approaches are not only time-consuming but also susceptible to human 

error and manipulation. Consequently, automated identity verification systems have emerged 

as a reliable alternative, leveraging advances in artificial intelligence, image processing, and 

biometric technologies.  

This project presents a Digital Identity Verification System that automatically extracts 

textual information from identity cards using OCR, verifies facial similarity between the ID 

and a live image, and applies OTP-based multi-factor authentication to enhance security 

 

                                             .  
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                            Problem Statement 

With the increasing reliance on digital systems for student registration and identity verification, 

traditional manual verification methods have become inefficient, slow, and vulnerable to human 

error and security breaches. Many institutions still depend on manual inspection of identity 

documents, which exposes sensitive personal data to risks such as data leakage, identity theft, and 

unauthorized access. 

 Additionally, the lack of multi-layer authentication mechanisms makes such systems susceptible 

to impersonation and fraud. 

The problem addressed by this project is the absence of a secure, automated, and reliable identity 

verification system that can accurately extract identity information, verify the presence of a real 

user, protect sensitive data, and ensure that only authorized users can complete the registration 

process. 

 

                                      Procedures 

To solve this problem, an automated identity verification system was developed using several 

integrated technologies: 

1. Image Upload and OCR Processing 

 The system begins by allowing the user to upload an image of their national ID. Optical 

Character Recognition (OCR) using Tesseract is applied to extract textual information 

from the ID image automatically. 

2. Data Encryption 

 The extracted text is encrypted using the Fernet symmetric encryption algorithm to ensure 

confidentiality and protect sensitive personal data from unauthorized access. 

3. Face Detection 

 OpenCV’s Haar Cascade classifier is used to detect the presence of a face in both the ID 

image and a selfie image uploaded by the user. This step ensures that the submitted 

documents belong to a real person and reduces the risk of fraud. 

4. One-Time Password (OTP) Verification 

 A Time-based One-Time Password (TOTP) is generated using the PyOTP library. The 

user must enter the correct OTP within a limited time to proceed, adding an extra layer of 

security. 

5. User Credential Processing and Storage 

 The user enters their Student ID, National ID, and password. The password is hashed using 

the SHA-256 algorithm, and all relevant data (including encrypted OCR text) is securely 

stored in an SQLite database 
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                                            Results 

The implemented system successfully automated the identity verification and student registration 

process. 

 Textual data was accurately extracted from ID images using OCR, and sensitive information 

was securely encrypted before storage. Face detection confirmed the presence of a human face in 

both the ID and selfie images, increasing trust in user authenticity. 

 The OTP mechanism effectively prevented unauthorized access by ensuring that only users with 

valid verification codes could complete registration. 

 Overall, the system demonstrated improved security, reduced manual intervention, and 

increased efficiency compared to traditional verification methods. 

 

                                       Conclusions 

This project demonstrates that combining OCR, encryption, face detection, and OTP-based 

authentication can significantly enhance the security and reliability of digital identity verification 

systems. 

 The developed solution reduces the risks associated with manual verification, protects sensitive 

user data, and provides a scalable approach suitable for academic institutions. 

 Future improvements may include real-time facial recognition matching, cloud-based databases, 

and support for multiple languages in OCR to further enhance system accuracy and usability. 

                                     Area of the Project 

The area of this project falls within the fields of Cybersecurity, Computer Vision, and 

Information Systems. It focuses specifically on digital identity verification and secure user 

authentication in academic environments. 

 The project integrates multiple technological domains, including Optical Character Recognition 

(OCR) for automated data extraction, cryptographic techniques for data protection, image 

processing for face detection, and authentication mechanisms such as One-Time Passwords 

(OTP). 

This system is designed to support educational institutions by providing a secure and efficient 

method for student registration and identity validation. It addresses real-world challenges related 

to data privacy, identity fraud, and unauthorized system access. 

 Additionally, the project contributes to the practical application of cybersecurity principles by 
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demonstrating how encryption, hashing, and multi-factor authentication can be combined within 

a single system to enhance overall security and reliability 

 

 

 

 

Technologies 

Technology                                                            Function 

 OCR (Optical Character Recognition)                             Extract text from ID card images 

Face Detection                                                      Detects the presence of human faces in images  

OTP (One-Time Password)                                         Provide additional verification security 

Image Processing                                             Processes and enhances digital images for analysis 

Symmetric Encryption (AES – Fernet)           Encrypts sensitive data using a shared secret key 

Password Hashing (SHA-256)                    Transforms passwords into irreversible hashed values 

Database Management (SQLite)                  Stores data in a structured format 

Information Security                                    Implements data protection techniques 
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Chapter 1: Introduction to the Problem   

1.1 Introduction  

 The rapid growth of digital services in educational institutions has increased the need for secure 

and reliable identity verification systems. Universities and colleges now rely heavily on online 

platforms for student registration, authentication, and access to academic services. However, many 

of these systems still depend on traditional or partially manual verification methods, which are 

inefficient, time-consuming, and vulnerable to security threats such as identity fraud, data breaches, 

and unauthorized access. 

The problem addressed by this project is the lack of an automated and secure identity verification 

solution that ensures both accuracy and data privacy. Manual inspection of identity documents can 

lead to human errors and does not provide sufficient protection for sensitive personal information. 

In addition, the absence of multi-factor authentication mechanisms increases the risk of 

impersonation and misuse of student data. 

This project proposes the implementation of a secure digital identity verification system that 

integrates Optical Character Recognition (OCR), face detection, encryption, and One-Time 

Password (OTP) authentication. These technologies work together to automate the verification 

process, reduce human involvement, and enhance system security. The use of encryption and 

hashing ensures that sensitive data is protected, while face detection and OTP verification add 

additional layers of authentication. 

Implementing this project in the current academic environment is highly justified due to the 

increasing volume of online transactions and the growing concerns regarding cybersecurity and 

data privacy. The proposed system provides an efficient, scalable, and secure solution that aligns 

with modern technological advancements and institutional requirements. It improves trust in digital 

systems and supports safer and more reliable student registration and identity verification 

processes. 

 

1.2 Purpose  

The main purpose of developing this project is to provide a secure, automated, and reliable digital 

identity verification system that addresses the growing need for data protection and accurate user 

authentication. With the increasing dependence on digital platforms for registration and access to 

services, there is a strong demand for systems that can verify user identities efficiently while 

maintaining high security standards. 
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This project aims to reduce the risks associated with manual identity verification processes, such 

as human error, identity fraud, and unauthorized access to sensitive information. By integrating 

technologies such as Optical Character Recognition (OCR), face detection, encryption, and One-

Time Password (OTP) authentication, the system ensures that only legitimate users can 

successfully complete the verification and registration process. 

From a market perspective, this system can be applied in various sectors including education, 

banking, healthcare, and e-government services, where identity verification is a critical 

requirement. The automation of verification processes helps organizations save time, reduce 

operational costs, and improve service efficiency. Additionally, the use of encryption and secure 

authentication mechanisms increases user trust in digital platforms. 

In terms of societal impact, this project contributes to enhancing data privacy and cybersecurity 

awareness. It helps protect individuals from identity theft and misuse of personal data, while 

supporting safer digital interactions. By providing a scalable and secure solution, the system 

supports the transition toward digital transformation and promotes a more secure and reliable 

digital society 

 

1.3 Objective  
  1. Automate Identity Verification • Reduce reliance on manual checks and speed up the 

verification process.  

2. Ensure Accuracy • Use OCR and face recognition to verify the authenticity of submitted identity 

documents. 

 3. Enhance Security • Protect sensitive data using encryption and generate one-time passwords 

(OTP) for added security.  

4. Provide Reliable Records • Store verification results securely in a database for future reference 

and auditing.  

5. Support Scalability • Design the system to handle multiple types of identity documents and 

potential future expansions.  

6. Improve User Experience • Offer a simple and clear interface for users to upload their ID and 

selfie efficiently. 

1.4 Existing Solution  

Currently, many identity verification systems used in educational institutions and other sectors 

rely on traditional or semi-digital solutions. These solutions often involve manual inspection of 
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identity documents, basic form-based data entry, and simple username–password authentication 

mechanisms. In some cases, scanned copies of identity documents are stored without proper 

encryption, exposing sensitive personal information to potential data breaches. 

Existing digital identity verification systems in the market may provide basic OCR functionality 

or authentication features, but they often lack full integration between data extraction, identity 

validation, and security mechanisms. Some systems focus solely on OCR without verifying the 

presence of a real user, while others depend only on passwords without additional authentication 

layers. This creates security gaps that can be exploited for identity fraud or unauthorized access. 

Another major limitation of existing solutions is their high cost and complexity. Many 

commercial systems require expensive licenses, cloud subscriptions, or advanced infrastructure, 

making them unsuitable for small or medium-sized institutions. Additionally, some systems do 

not prioritize user privacy, storing sensitive data in plaintext or without proper cryptographic 

protection 

 

1.5 Proposed Solution  

 The proposed solution is a secure and automated digital identity verification system that integrates 

multiple security and validation mechanisms into a single platform. The system combines Optical 

Character Recognition (OCR) for automatic data extraction, face detection to ensure the presence 

of a real user, encryption to protect sensitive information, and One-Time Password (OTP) 

authentication to provide multi-factor security. 

Unlike existing solutions, this system encrypts all extracted identity data before storing it in the 

database, ensuring confidentiality and data protection. Passwords are hashed using a secure 

cryptographic algorithm, preventing unauthorized access even in the event of a database breach. 

The inclusion of face detection for both the identity document and the selfie image adds an 

additional validation layer that reduces the risk of impersonation. 

Furthermore, the proposed system is cost-effective, easy to deploy, and suitable for academic 

environments. It uses open-source technologies, making it accessible and scalable. Compared to 

existing solutions, this project offers improved security, better integration of verification processes, 

and enhanced user trust, making it a more reliable and practical solution for modern digital identity 

verification needs 
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Chapter 2: Software Requirement 

Specification  
 

2.1 Introduction  
 

2.1.1 Purpose  
The purpose of this Software Requirement Specification (SRS) is to provide a clear and detailed 

description of the Digital Identity Verification system for students. This document defines the 

functional and non-functional requirements, design constraints, and expected performance of the 

system. 

          The intended audience for this SRS includes: 

 1.Project developers and programmers, who will use it as a guideline to design, implement, 

and test the system. 

 2.Project supervisors and evaluators, to understand the scope and functionality of the system. 

 3.End-users (educational institutions), to verify that the system meets their needs and 

requirements. 

 

 

2.1.2 Scope  
The Digital Identity Verification System for Students is designed to automate the process of 

verifying student identities in educational institutions. The system will: 

 • Extract textual data from student ID cards using OCR. 

 • Verify student photos using Face Detection. 

 • Authenticate users with TOTP (Time-Based One-Time Passwords). 

 

The system will not perform advanced face recognition or support multiple types of identity 

documents at this stage. 

 

The main application of this software is to increase security, reduce manual errors, and improve 

efficiency in student identity verification. Its objectives include providing a reliable, automated, 

and user-friendly verification process. The scope aligns with higher-level system requirements 

and ensures consistency with overall project goals. 
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2.1.3Definitions, acronyms, and abbreviations  
# Definitions: 

•OCR (Optical Character Recognition): A technology that converts text in images into digital 

text that can be processed. 

•Face Detection: The process of identifying the presence of a human face in an image or video. 

•Digital Identity Verification: The process of verifying a person’s identity electronically using 

digital data and images. 

# Acronyms: 

•TOTP (Time-Based One-Time Password): A temporary password based on time, used for 

identity verification. 

•SRS (Software Requirement Specification): A document that describes the software 

requirements. 

# Abbreviations: 

•ID: Identity Card. 

•UI: User Interface. 

•DB: Database. 
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2.2 Overall description  

2.2.1 Product perspective 
 The Digital Identity Verification System for Students is an independent, self-contained 

system designed to automate the verification of student identities. It does not depend on 

other software systems to operate, but it interacts with hardware devices such as cameras 

and computers. A block diagram of the system components is shown below: 

 

System Interfaces:(The system communicates with the database to store and retrieve 

student information , The system can generate TOTP codes for authentication.) 

 

User Interfaces:( Login interface for administrators and students , ID upload interface for 

scanning and OCR extraction , Verification results interface.) 

 

Hardware Interfaces: (Camera for capturing ID card and selfie images , Standard 

computer or server for running the system.) 

 

Software Interfaces:(Python environment with libraries: OpenCV, Pytesseract, PyOTP, 

Cryptography, Pillow.) 

 

Communications Interfaces:Local network connection for accessing the database ,HTTP 

or HTTPS protocols for secure communication.) 

 

Memory:(Minimum 4GB RAM, 10GB free disk space for storage and processing.) 

 

Operations:(Normal operations include student registration, ID verification, and result 

display , Special operations include database backup and system recovery procedures.) 

 

Site Adaptation Requirements:(Database initialization required on first installation , 

System configuration files may need to be updated based on the operating environment.) 
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2.2.2 Product functions  
ID: 1 

Name: Upload Student ID 

Description: Allows students to upload their ID card for verification. The system will extract the 

student information using OCR and prepare it for verification. 

Input: Image of student ID card (JPG, PNG, or PDF) 

Output: Extracted student information (Name, ID Number, Department) displayed for verification 

Basic Workflow: 

 1. Student logs into the system. 

 2. Student uploads the ID image. 

 3. System uses OCR to extract text from the image. 

 4. Extracted data is displayed for verification. 

 5. System stores verified data in the database. 

Requirements (optional): Internet connection required; Supported image formats: JPG, PNG, 

PDF 

 

 

ID: 2 

Name: Face Verification 

Description: Verifies the student’s face by comparing the uploaded selfie with the photo on the 

ID card. 

Input: Selfie image captured by webcam or uploaded image 

Output: Verification result (Match / No Match) 

Basic Workflow: 

 1. Student takes or uploads a selfie. 

 2. System compares the selfie with the ID photo using Face Detection. 

 3. Displays result to the student and administrator. 

Requirements (optional): Good lighting required for accurate face detection 

 

ID: 3 

Name: OTP Authentication 

Description: Adds an extra security layer using TOTP codes to authenticate the student. 

Input: TOTP code generated by authenticator app 

Output: Access granted or denied 

Basic Workflow: 

 1. System generates TOTP code for the student account. 

 2. Student enters the code. 

 3. System validates the code. 

 4. Grants or denies access based on validation. 

Requirements (optional): Mobile device or authenticator app needed 
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ID Name Description 

1 Upload student ID Allows students to uploade 

ID 

2 Face verfication Verifies students face 

3 OTP authentication Adds extra security using 

OTP 

 

Table 1 Functional Requirement Create Account 

2.2.3 User characteristics  
The intended users of the Digital Identity Verification System include: 

 1.Students: 

 •Educational Level: University students. 

 •Experience: Basic computer skills, familiar with using web applications. 

 •Technical Expertise: Minimal technical knowledge required; the system is user-friendly. 

 

 2.Administrators / Staff: 

 •Educational Level: University staff or IT personnel. 

 •Experience: Moderate computer skills, familiar with database usage and web applications. 

 •Technical Expertise: Able to manage user accounts, verify data, and generate reports. 

 

 3.Supervisors / Evaluators: 

 •Educational Level: Professors or project supervisors. 

 •Experience: Experienced in reviewing academic systems and ensuring compliance. 

 •Technical Expertise: Minimal interaction with the system is needed; mainly for monitoring 

purposes. 

 

Summary: The system is designed to be easy to use for students while providing necessary tools 

for administrators and supervisors to efficiently manage identity verification. 
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2.2.4 Constraints  
The system is subject to several constraints that may affect its design and implementation, 

including: 

 1. Regulatory Policies: 

 •The system must comply with university policies and data protection regulations. 

 2. Hardware Limitations: 

 •The system requires devices with cameras to capture ID cards and selfies. 

 •Minimum hardware requirements: 4GB RAM, 10GB free storage. 

 3. Interfaces to Other Applications: 

 •The system relies on a database for storing student information. 

 •Uses external Python libraries such as OpenCV, Pytesseract, and PyOTP. 

 4. Parallel Operation: 

 •The system is designed for individual verification processes and does not support multiple heavy 

verification operations simultaneously on the same device. 

 5. Audit & Control Functions: 

 •All verification processes and administrative activities are logged for auditing purposes. 

 6. Safety and Security Considerations: 

 •All sensitive data is encrypted to ensure the protection of personal information. 

 •The system verifies user identity before granting any access. 

 7. Reliability Requirements: 

 •The system should be available during normal usage hours and include backup and recovery 

mechanisms when needed. 

 

Summary: These constraints ensure that the system is designed to be secure, efficient, and 

compliant with university and operational requirements. 

 

 

2.2.5 Assumptions and dependencies  
 

Assumptions: 
 

 1. Students and administrators have access to a computer or mobile device with an internet 

connection. 

 2. Users will provide clear images of ID cards and selfies for accurate verification. 

 

 3. Students and staff have basic computer literacy to interact with the system. 

 

 4. The university will provide access to a central database for storing and retrieving 

student data. 
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Dependencies: 

1. The system depends on Python libraries such as OpenCV, Pytesseract, PyOTP, and  

Cryptography. 

2. The system requires a working database management system (e.g., SQLite or MySQL) 

 

3. Reliable internet connection is needed for TOTP authentication and data synchronization. 

 

 4. Properly functioning hardware (camera, computer, storage) is required for system 

operation. 

 

Summary: These assumptions and dependencies define the environment and 

conditions under which the system is expected to operate effectively. Any changes 

to these factors may impact the functional and non-functional requirements stated 

in the SRS. 

 

2.2.6 Apportioning of requirements  
 

The following requirements are planned for future versions of the system and are not 

included in the current implementation: 

1. Advanced Face Recognition: Using AI algorithms for more accurate identity verification. 

2. Support for Multiple ID Types: Allowing verification of different types of identity documents 

(passport, driving license, etc.). 

3. Mobile App Integration: A fully functional mobile application for Android and iOS. 

 

2.3   Specific requirements  
 

This section describes the functional and non-functional requirements of the Digital Identity 

Verification System for Students. The requirements are detailed enough for designers and 

developers to build a system that satisfies user needs and for testers to verify that the system 

functions correctly. 

 •Functional Requirements: Cover all operations the system must perform, such as uploading 

student ID, face verification, OTP authentication, admin review, and report generation. 

 •Non-Functional Requirements: Define system quality attributes, including performance, 

reliability, security, usability, and compatibility. 

This section will describe the functional and non-functional requirements of System at a sufficient level 

of detail for the designers to design a system satisfying the User requirements and testes to verify that 

the system satisfies the requirements.  
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2.2.7 Functional Requirement  
 

ID Name Description Input Output Basic workflow 

1 Upload 

Student ID 

Allows 

students to 

upload ID 

cards for 

verification 

using OCR. 

ID card image 

(JPG/PNG/PDF) 

Extracted 

student data 

Student uploads 

image→OCR 

extracts data 

→Display for 

verification→ 

Save in DB 

2 Face 

Verification 

Verifies the 

student’s face 

by comparing 

selfie with ID 

photo. 

Selfie image Verification 

result  

Student 

takes/upload 

selfie→Compare 

with ID photo → 

Display result 

3 OTP 

Authentication 

Adds an extra 

security layer 

using time-

based OTP. 

TOTP code Access 

granted/ 

denied 

System generates 

OTP → Student 

enters code → 

Validate 

→Grant/deny 

access 

4 Admin 

Review 

Allows 

administrators 

to verify and 

approve 

student 

identity 

records. 

Student data Approval 

status 

Admin logs in → 

Reviews data → 

Approves/Rejects 

record 

5 Report 

Generation 

Generates 

reports for 

verification 

statistics and 

activities. 

Request 

parameters 

PDF/CSV 

reports 

Admin selects 

period → System 

generates report 

→Display/ 

download 

.  
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2.2.8 Non-functional Requirements 

  
The non-functional requirements define the overall quality and operational attributes of the 

system, including: 

1.Usability: 

The system is designed to be easy to use for students, administrators, and supervisors without 

advanced technical knowledge. 

2.Reliability: 

The system should operate continuously during normal usage hours and provide backup and 

recovery mechanisms when necessary. 

3.Performance: 

The system must process data and perform identity verification quickly, even with a large number 

of users. 

4.Design Constraints: 

The system relies on Python libraries (OpenCV, Pytesseract, PyOTP, Cryptography). 

Requires hardware with a camera, at least 4GB RAM, and 10GB free storage. 

5.Portability: 

The system can run on any computer or server that supports Python and the required hardware. 

6.Maintainability: 

The code is organized to allow easy future feature additions or functional modifications. 

7.License Agreement: 

All libraries used are open-source, and their license terms are fully respected. 
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Chapter 3: Use Case Analysis 
 

 

   

  

 

 

 

 

 

 

 

 

The Use Case Diagram for “Upload Student ID” illustrates the interaction between the users and 

the system. The primary actor is the Student, who uploads their ID card image for verification. 

The System and Database serve as secondary actors that process the uploaded data and store it 

after extracting the necessary information using OCR. The diagram also shows that the student 

may need to complete additional steps related to security, such as Face Verification and OTP 

Authentication. Meanwhile, the Admin represents the actor responsible for reviewing and 

approving the verification results and generating reports on system activities. Overall, the 

diagram clearly demonstrates the flow of processes from the student to the system and then to the 

admin, highlighting the relationships between actors and the core functions of the system in a 

structured and understandable manner. 
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Usecase diagram details 
 

 

Use Case ID  UC_01 (all ID should be in this sequence)  

Use Case Name  Uploade student ID  

Description  Allows students to uploade their ID card for verification using OCR 

Primary Actor  student  

Secondary Actor   System/ Database 

Pre-Condition  Student is logged in 

Post-Condition  ID data is extracted and stored in the database  

Basic Flow  Actor Action  System Action  

  1- Student logs into the 

system. 

2- Student selects “Upload 

ID” option. 

3- Student uploads ID card 

image. 

4- Student reviews 

extracted data. 

5- Student confirms the 

data. 

1- System verifies login 

credentials. 

2- System opens upload interface. 

3- System receives the image and 

runs OCR to extract data. 

4- System displays extracted data 

for confirmation. 

5- System saves data in the 

database and shows success 

message. 

Alternate Flow  If image is blurry         system prompts to upload a clear image 
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Chapter 4: Design   
In this section, we provide the design analysis of our modules including the following designs   

1. Architecture Diagram   

2. ERD with data dictionary   

3. Sequence Diagram 
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4.1 Architecture Diagram   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Architecture Diageam 

 

 

 

  Users upload ID and selfie via web frontend 

• Backend handles OCR (PyTesseract) and face detection  

• TOTP used for extra security (temporary verification codes)  

• Integration of frontend, backend, image processing, biometric verification, and OTP 

ensures secure identity verification 
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4.2 ERD with data dictionary   
 Entity Relationship Diagram with complete relations with dependencies of your project  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 2 ERD 
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The Entity Relationship Diagram (ERD) represents the structure of the Digital Student Identity 

Verification System and illustrates the main entities and their relationships. The Student entity stores 

essential student information such as student ID, name, email, password, and ID data. Each student can 

have multiple verification records, which is represented by a one-to-many relationship with the 

Verification entity. The Verification entity contains details related to the verification process, including 

the verification status and timestamp. The Admin entity is responsible for reviewing and managing 

verification requests. This ERD helps in organizing the database structure efficiently and ensures data 

integrity and proper relationship management within the system. 
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4.3 Sequence Diagram – User Registration and Identity Verification 
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 Sequence Diagram for User Registration and Identity Verification 

The sequence diagram illustrates the interaction between the user and system components during 

the registration and identity verification process. It shows the flow starting from uploading the ID 

image, extracting textual data using OCR, encrypting sensitive information, performing face 

detection and face comparison, and finally verifying the user through a one-time password (OTP). 

This diagram helps in understanding the dynamic behavior of the system and how different 

modules work together to ensure secure and accurate identity verification. 

 

# chapter 5: Implementation Discussion 

5.1 Development Environment 

The system was implemented using Python, chosen for its robust 

ecosystem in cybersecurity and image processing. The development 

environment includes:   

* Backend Framework: Python-based logic utilizing OpenCV and 

Pytesseract.   

* Database Management: SQLite was used to store student credentials, 

encrypted OCR text, and verification logs.   

* Hardware Integration: The system interfaces with standard computer 

cameras to capture ID images and live selfies.  
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5.2 Core Module Execution 

 

1. OCR Module: Implemented using Tesseract OCR to convert ID card 

images into digital text, extracting fields like Name and National ID.   

2. Face Detection Module: Utilizes OpenCV’s Haar Cascade classifier 

to identify human faces in both the uploaded ID and the live selfie.   

3. Security & Cryptography: * Data Encryption: Sensitive information 

is protected using the Fernet symmetric encryption algorithm.   

* Password Protection: Student passwords are never stored in plaintext; 

they are transformed into irreversible values using SHA-256 hashing.   

* Multi-Factor Authentication: A TOTP (Time-based One-Time 

Password) is generated using the PyOTP library for secondary 

verification. 

   

 

 

 

 

 

 

 

 

 



© Department of Computer Science & IT, Jerash University, Final Year Project Documentation.  

22 

 

 

Chapter 6: Results 

6.1 Results Analysis 

 The proposed verification system was successfully implemented and tested using 

multiple real user scenarios. The system demonstrated the ability to accurately 

extract personal information from national ID cards using OCR technology and 

compare it with the user-provided data. 

 

The face recognition module achieved a high matching accuracy when clear and 

well-lit images were used. Most authentication attempts were completed 

successfully within a short time, indicating good system performance and 

responsiveness. 

 

The Time-based One-Time Password (TOTP) mechanism added an extra layer of 

security, ensuring that even if credentials were compromised, unauthorized access 

was still prevented. 

 

Overall, the system proved to be reliable, secure, and practical for real-world 

identity verification applications, such as online registration systems, digital 

banking platforms, and e-government services. 
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Chapter 7: Conclusion and Reference 

7.1 Conclusion 

The "Digital Identity Verification System" provides a secure, automated, and 

reliable solution for student registration. By combining OCR, encryption, and 

biometric detection, the project successfully achieves its objective of enhancing 

data privacy while streamlining administrative procedures. It represents a 

significant step toward digital transformation in educational institutions.   

7.2 Reference  

 


